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Introduction

Wi-Fi has now emerged as one of the cornerstone technologies in the mobile Internet
due in large part to its availability on all data centric devices, access to upwards

of 600 MHz of spectrum, ubiguitous deployments, and a host of new technical
innovations like Hotspot 2.0, packet core integration, and adaptive antennas. As

more and more traffic flows over these networks it is necessary for the network
management platforms to evolve every bit as rapidly as the network equipment. The
challenges in a carrier-class Wi-Fi deployment are very much the same as might be
found in traditional mobile and cable networks and are outlined in figure 1 below.
These include fault management, configuration management, provisioning, subscriber
management, and analytics and reporting. In this paper we will look more closely at
network analytics and reporting. These functions require the collecting and archiving
of vast amounts of network data, and the manipulation of that data to generate a
wide variety of reports. The analytics and reporting function isn’t just about business
efficiency and competitive advantage; it is also a regulatory requirement in many juris-
dictions. The types of reports that must be generated will vary greatly depending on
the needs of the different organizations within the service provider, and these organi-
zations can include operations, engineering, planning, and marketing.

Figure 1: Essential Network Management Functions.
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Figure 2: Shows an example of the kinds of reports that can be generated
by a Wi-Fi reporting and analytics engine. The image on the top
left show the number of unique clients in the network and in the
bottom right we see aggregate access point traffic.
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The vast amount of network data that is generated by large Wi-Fi
deployment is an invaluable resource, and the opportunities

to leverage it for business advantage are almost limitless. This
does, however, require an analytics and reporting platform that
is up to the challenge. While these kinds of platforms are well
established in cellular and cable networks, they are just starting
to emerge for massively scalable Wi-Fi deployments.

These platforms can also evolve to enable a host of other
compelling functions like location-based services, predictive
analytics, application recognition, and presence management.
Clearly, a well thought out analytics and reporting engine can
become an essential business tool.

Analytics & Reporting

Carrier scale reporting and analytics engines must be designed
with Big Data in mind. Many carrier networks are already at
several tens of thousands of deployed APs, and many of those
are expecting to reach several hundreds of thousands of access
points in the near future. Others are already at several hundreds
of thousand of APs and looking to go higher. The data that can
be generated by such a large network is enormous, as is the
value in successfully mining this information.

A key part of any reporting and analytics platform, are the
reports that need to be generated. A true carrier class system

should support a variety of standard reports along with the ability
to create a wide variety of customer reports. The latter are the
most interesting and valuable reports as they can target the
specific issues that a carrier or group within a carrier needs to
track. These reports are created from the KPlIs (key performance
indicators) generated by the network. There is also a need to
make sure that performance data from the Wi-Fi network can

be exported to northbound systems that can look across all

the elements of the network that enable the service. Here we

are looking for a correlation between an outage in say the HFC
(hybrid fiber coax) network that is supplying the underlying
transport, and the Wi-Fi APs that ride on top of that transport
network and are providing the actual service. A variety of different
APIs are needed here including JSON, XML, RESTful, and CSV.

An example of the kind of report that an operations group might
require would be one that generates a Top-N report on the APs
that are carrying the greatest amount of traffic. This is just one of
dozens of different KPIs that can be tracked. In figure 2 we have
two examples of Top-N reports.

Most network functions are focused on understanding what

has already happened in the network. This enables groups like
engineering and operations to perform the normal functions
associated with keeping the network running properly. These
systems can also be used for predictive analytics, location
analytics, and application identification. The latter is a variation on
client fingerprinting, which tells the network what kinds of devices
and OS’s are running on the network.

Location-based Analytics

With location-based analytics, it is possible to track subscribers
as they move about within a venue. This can provide insights
into a person’s journey through a venue. Where they’ve been?
What are their common paths? Most visited places? How long
people linger in a particular place? Where is the first place

they stop? These systems can analyze the patterns of repeat
users vs. new visitors and perform trend analysis with historical
comparisons. This kind of information is invaluable to the venue
owner as it allows them to optimize the experience for users of
their facility. This is all made possible by the habit we all have of
always carrying a Wi-Fi enabled mobile device everywhere we
go and always keeping it turned on. In addition to providing basic
connectivity, the Wi-Fi infrastructure can (if enabled) triangulate
on the users location and report is back to the network

location server, which can then send it on to the reporting and
analytics engine. This can then be analyzed to see how the user
experience within a venue can be greatly enhanced by modifying
the layout of the venue, etc.
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Figure 3: Looking at footstream traffic to better understand how people
move through a venue. This can be used to show where people
stop and linger and where they just keep moving.
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Customer verticals where this is very important include retail,
hospitality, health care, transportation, casinos, education,
sporting venues, manufacturing and the list goes on. This

does require that the underlying Wi-Fi infrastructure be able

to accurately triangulate on the users location. This can be a
key part of a managed Wi-Fi service for an enterprise, which is
rapidly becoming a very large revenue opportunity for today’s
service providers. This is also a service that absolutely lends
itself to a profitable monetization model. One of the most
compelling industry verticals for indoor location services is

retail, where there is great monetary value in understanding how
customers move through a store, where they stop and linger, and
where they keep on moving.

Predictive Analytics

With predictive analytics, it is possible to look at historical trends
and use that information to make “predictions” about where
network demand is going. This allows the network planning and
network engineering teams to get out in front in the deployment
of additional Wi-Fi capacity. This has traditionally been done by
printing out reports of past network activity and letting the user
extrapolate forward from this past data. With predictive analytics
it is now possible to automate this process and allow the network
to notify network engineering of an impending problem. A good
example of how this might work is to track the traffic load from

Figure 4: Generate reports that show the number of people (with Wi-Fi
devices) in a particular venue mapped out across different times
of the day.

Wi-Fi access points in Union Square in San Francisco over the
previous two years and use that to automatically extrapolate
forward to determine that in 9-12 months there will be a capacity
exhaust problem at that location on the weekends.

Application Recognition

Another valuable piece of information that can be gleaned from
the network relates to the types of applications that subscribers
are running over the network and how they are trending. A very
strong uptick in bandwidth intensive applications like video
streaming may indicate that network exhaust may happen even
sooner then previously thought. Likewise, an uptick in traffic

to Facebook might represent an opportunity for the marketing
department to create a service specifically targeted at that part
of the population that “lives” on social networking web sites.
This information can be extracted from packets without resorting
to such software intensive and expensive processes as Deep
Packet Inspection (DPI). This is really an extension of a very useful
feature called client fingerprinting which allows operators to keep
track of the kinds of devices on their network at any point in time
(Android, Apple, Microsoft, etc.) as well as the operating system
that is being used.

The Technology Behind Big Data Reporting

New approaches to database technology are required to deal
with the challenge of Big Data. The most compelling approaches
leverage columnar database technology. This technology enables
a truly scalable solution as it can store vast amounts of data and
access it very quickly. It is ideal for handling the kind of historical
data that must be processed in large Wi-Fi networks. Columnar
storage offers significant gains in performance, storage footprint,
and efficiency. These gains stem in part from the ability of the
analytics platform to read and retrieve only the columns you need,
instead of reading and retrieving all the columns in the database.
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Conclusion

With a reporting and analytics engine, it will be possible for
carriers to more effectively leverage the enormous amount of
performance data coming out of today’s Wi-Fi networks. This
data can be turned into a wide variety of standard and custom
reports. These reports can look at past network performance
and can also predict future performance. The ability to archive
and manipulate this data offers the Wi-Fi operator an enormous
competitive advantage. This will manifest itself in a more rapid
MTTR (mean time to repair), more rapid build-out of capacity in
areas that will start to see capacity exhaust in the near future,
the ability to provide location based services, and opportuni-
ties to track the kinds of applications running on the network.
All can play a role in enabling the carrier to provide a better user
experience and gain competitive advantage.
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Figure 5: Increasing Levels of Insight
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